IPN
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|
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(]
192.168.2.0/24

IPN

1PN

show config

ID

A

10.10.20.1 §

192.168.3.1

—

192.168.3.2

192.168.3.0/24

B

10.10.30.1 §
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g
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dhcp serv
filter 59
filter 60
filter 61
filter 62
filter 63
filter 64
rip off

ipn mode on

valid

valid

5
N NN PNNDNNNNMNNPRPRPRPRPRERREPE PP

ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
1pv6 common
ipv6 common
ipv6 common
ipv6 common

er on

address 192.168.2.1/24
dhcp address 192.168.2.2/99

reject out * 169.254.0.0/16 * wanany
reject dns qtype 6

restrict out * * tcpfin * * wanany
restrict out * * NETBIOS wanany

restrict out * * tcp_udp 137-139 * wanany
restrict out * * udp 137 53 wanany

router

router

filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter

remote 0 always on
remote 0 disconnect idle 0
remote O pppoe keepalive on
remote 0 send id XXXX@trinity-ss.com
remote 0 send password YYYY

1 pass
2 pass
3 pass
4 pass
5 pass
6 pass
7 pass
8 pass
9 pass
10 pass
11 pass
12 pass
13 pass
14 pass
15 pass
16 pass
17 pass
18 pass

policy gateway 10.10.20.1
policy authgw 192.168.3.1
policy localip 192.168.2.0/24
policy remoteip 192.168.3.0/24
auth 1d XOOXXXXXXXX
auth password zzzzzzzz77777777

policy gateway 10.10.30.1
policy authgw 192.168.4.1
policy localip 192.168.2.0/24
policy remoteip 192.168.4.0/24

auth id yyyyyyyyyyyy
auth password WWwWWWWWAWAWWWWWWW

in * * NDP_NS etherl nolog
out * * NDP_NS etherl nolog
in * * NDP_NA etherl nolog
out * * NDP_NA etherl nolog
in * * NDP_NS ether2 nolog
out * * NDP_NS ether2 nolog
in * * NDP_NA ether2 nolog
out * * NDP_NA ether2 nolog
in * * NDP_NS ether3 nolog
out * * NDP_NS ether3 nolog
in * * NDP_NA ether3 nolog
out * * NDP_NA ether3 nolog
in * * NDP_RS etherl nolog
out * * NDP_RA etherl nolog
in * * NDP_RS ether2 nolog
out * * NDP_RA ether2 nolog
in * * NDP_RS ether3 nolog
out * * NDP_RA ether3 nolog



- A

dhcp serv
filter 59
filter 60
filter 61
filter 62
filter 63
filter 64
rip off

ipn mode on

valid

valid

5
NN NMNMNPNMNDNNMNNNNRPRPRPRPRPRPRPRE PP

ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
1pv6 common
ipv6 common
ipv6 common
remote 0 alw

er on

address 192.168.3.1/24
dhcp address 192.168.3.2/99

reject out * 169.254.0.0/16 * wanany
reject dns qtype 6

restrict out * * tcpfin * * wanany
restrict out * * NETBIOS wanany

restrict out * * tcp_udp 137-139 * wanany
restrict out * * udp 137 53 wanany

router

router

filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
ays on

1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18

pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass

remote O disconnect idle 0
remote O pppoe keepalive on
remote 0 send id XXXX@trinity-ss.com
remote 0 send password YYYY

policy gateway 10.10.10.1
policy authgw 192.168.2.1
policy localip 192.168.3.0/24
policy remoteip 192.168.2.0/24
auth 1d XXOXXXXXXX
auth password zzzzzzzzzz777777z7

policy gateway 10.10.30.1
policy authgw 192.168.4.1
policy localip 192.168.3.0/24
policy remoteip 192.168.4.0/24
auth id vvvvvvvvvvvy
auth password uuuuuuuuuuUUUUUU

in * * NDP_NS etherl nolog
out * * NDP_NS etherl nolog
in * * NDP_NA etherl nolog
out * * NDP_NA etherl nolog
in * * NDP_NS ether2 nolog
out * * NDP_NS ether2 nolog
in * * NDP_NA ether2 nolog
out * * NDP_NA ether2 nolog
in * * NDP_NS ether3 nolog
out * * NDP_NS ether3 nolog
in * * NDP_NA ether3 nolog
out * * NDP_NA ether3 nolog
in * * NDP_RS etherl nolog
out * * NDP_RA etherl nolog
in * * NDP_RS ether2 nolog
out * * NDP_RA ether2 nolog
in * * NDP_RS ether3 nolog
out * * NDP_RA ether3 nolog



- B

dhcp serv
filter 59
filter 60
filter 61
filter 62
filter 63
filter 64
rip off

ipn mode on

valid

valid

5
N NN PNNDNNNNMNNPRPRPRPRPRERREPE PP

ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
ipv6 common
1pv6 common
ipv6 common
ipv6 common
ipv6 common

er on

address 192.168.4.1/24
dhcp address 192.168.4.2/99

reject out * 169.254.0.0/16 * wanany
reject dns qtype 6

restrict out * * tcpfin * * wanany
restrict out * * NETBIOS wanany

restrict out * * tcp_udp 137-139 * wanany
restrict out * * udp 137 53 wanany

router

router

filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter

remote 0 always on
remote 0 disconnect idle 0
remote O pppoe keepalive on
remote 0 send id XXXX@trinity-ss.com
remote 0 send password YYYY

1 pass
2 pass
3 pass
4 pass
5 pass
6 pass
7 pass
8 pass
9 pass
10 pass
11 pass
12 pass
13 pass
14 pass
15 pass
16 pass
17 pass
18 pass

policy gateway 10.10.10.1
policy authgw 192.168.2.1
policy localip 192.168.4.0/24
policy remoteip 192.168.2.0/24

auth id yyyyyyyyyyyy
auth password WWWWWAWWWAWAWWWWWAWW

policy gateway 10.10.20.1
policy authgw 192.168.3.1
policy localip 192.168.4.0/24
policy remoteip 192.168.3.0/24
auth id vvvvvvvvvvvy
auth password uuuuuuuuuuUUUUUU

in * * NDP_NS etherl nolog
out * * NDP_NS etherl nolog
in * * NDP_NA etherl nolog
out * * NDP_NA etherl nolog
in * * NDP_NS ether2 nolog
out * * NDP_NS ether2 nolog
in * * NDP_NA ether2 nolog
out * * NDP_NA ether2 nolog
in * * NDP_NS ether3 nolog
out * * NDP_NS ether3 nolog
in * * NDP_NA ether3 nolog
out * * NDP_NA ether3 nolog
in * * NDP_RS etherl nolog
out * * NDP_RA etherl nolog
in * * NDP_RS ether2 nolog
out * * NDP_RA ether2 nolog
in * * NDP_RS ether3 nolog
out * * NDP_RA ether3 nolog



|
ipn mode on
IPN
ipn 1 valid router
IPN 1 (
ipn 1 policy gateway 10.10.20.1
A
ipn 1 policy authgw 192.168.3.1
A
ipn 1 policy localip 192.168.2.0/24
IP
ipn 1 policy remoteip 192.168.3.0/24
IP A
ipn 1 auth §d XOXO00XXXXXXX
A ID 0 9 A F
ipn 1 auth password zzzzzzzzzzzzzzzz
A 1 16
ipn 2 valid router
IPN 1
ipn 2 policy gateway 10.10.30.1
B
ipn 2 policy authgw 192.168.4.1
B
ipn 2 policy localip 192.168.2.0/24
IP
ipn 2 policy remoteip 192.168.4.0/24
IP B
ipn 2 auth id yyyyyyyyyyyy
B ID 0 9 A F
ipn 2 auth password WwwwwWwwwwwwwwwww
B 1 16



A

ipn mode on
IPN

ipn

1

1PN

ipn
ipn
ipn
ipn
ipn
ipn

ipn

1

1PN

ipn
ipn
ipn
ipn
ipn

ipn

valid router
1
policy gateway 10.10.10.1

policy authgw 192.168.2.1

policy localip 192.168.3.0/24
IP A
policy remoteip 192.168.2.0/24
IP
auth §d XOOXXXXXXXX
ID 0 9 A F
auth password zzzzzzzzzzzzzzzz

valid router
1

policy gateway 10.10.30.1

B

policy authgw 192.168.4.1

B

policy localip 192.168.3.0/24
IP A

policy remoteip 192.168.4.0/24
IP B

auth id vvvvvvvvvvvy

B ID 0 9 A F

auth password uuuuuuuuuuuuuUUU

B

12

12



B

ipn mode on
IPN

ipn

1

1PN

ipn
ipn
ipn
ipn
ipn
ipn

ipn

1

1PN

ipn
ipn
ipn
ipn
ipn

ipn

valid router
1
policy gateway 10.10.10.1

policy authgw 192.168.2.1

policy localip 192.168.4.0/24
IP B
policy remoteip 192.168.2.0/24
IP
auth id yyyyyyyyyyyy
ID 0 9 A F
auth password WwwWWWWWWWWWWWWWW

valid router
1

policy gateway 10.10.20.1

A

policy authgw 192.168.3.1

A

policy localip 192.168.4.0/24
IP A

policy remoteip 192.168.3.0/24
IP B

auth id vvvvvvvvvvvy

A ID 0 9 A F

auth password uuuuuuuuuuuuuUUU

A

ID ID

12

12



